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e Understand External Threats to Your Practice and How to
Prevent Them

* Understand the HIPAA Privacy and Security Risks of
electronic communications with patients.

* Understand the Inherent Risks Associated with using
Personal Electronic Devices in Medical Practice.




White House Warns Companies to

Act Now on Ransomware Defenses
June 3, 2021

Anne Neuberger, Deputy National Security Adviser for Cybercrime
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The Facts

* Breaches of Personal Information are skyrocketing.
* Healthcare Industry Breaches accounted for 43% of the total!

* Small-Medium Sized Business are Extremely Vulnerable

HACKED




Why is this Happening?
Frankly, and quite simply, we are addicted to being wired!

Our desire for these conveniences are
being exploited by cyber hackers




The Psychology of Scams

e S

Scarcity

Commitment




Who Let’s the Bad Guys in?
We do!

By our actions




... and we gave them
permission to use our data!

4 Allow Calculator to make
and manage phone calls?

DENY ALLOW




Why Does Social
Engineering Work?




Phishing Emails




Phishing Email Examples

g B amazon Refund Noifcaton

5k e L9 ) Rebated -
Delete Acchive  Reply Reply Forward 75,0 MANC 9 ptions e Mak Categortze Folow Transdate | Zoom
Al > 2 . Uneoad . Up- . 13 Select -
Delete Respond Quick Stegn d Move o . tdting Zocen ~
m srvice@intlpaypolcom <senicopshpellosiook com> Due to a sytem error you were double charged for your last order, A refund
Response required v process was initiated but could not be completed due to errors in your billing

information

P PayPal REF CODE:2550CGE

Res ponse required. You are required to provide us a valid billing address

Deed Click Here to Update Your Address

We emaied you a ittle whie ago to ask for your help resalving an issue with your PayPal azcount

Your account is stil temporarity limsed because we havent heard from you.

After your information has been validated you should get your refund within 3

We notced some unusual g in activity with your ascount, Please chosk that no coe has ged in to

Your azecunt without yeur permission business days
To help us with this and to see what you can and can't do with your account unti the issue is resotved
log in to your account and o to the Resolution Center, We hOpe to see you again soon
AS ahways, # you need help of have any questions, feel free 10 contact us, We're abvays bete to help Amazon,com
.
Thank you for being a PayPal customer. Ema" ID‘
Sincerely
PayPal

Fhearse 00 100 160y 1 s emad Unbiruntely, we: are unatie 1) resgond ) s sert 10 s i3dess Foe wmedhate Mowers 0 yius Qaesters
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Phishing Email Examples

Fri 3/15/2019 2:56 PM
Adelaida Gobin <gr8n8no@cox.net>

Job Application
Billing - The SSL Store

VIRUS_DETECTED_AND_REMOVED.TXT _
498 bytes

Hey,
My name is Adelaida Gobin and I'm interested in a position.

I've attached a copy of my resume.
The password for the document is 1234

Looking forward to hearing back from you!

Adelaida Gobin

Delay in Payroll
Jane Doe

To: John
John,

Due to the technical difficulties we have experienced this week, payroll will be processed two business days
later than usual. We are sorry for the inconvenience this may cause.

For any new updates on this issue, please review the following website. http:/ /url/w/tracking-info

Thank you,
(harles Thomas

Assistant Payroll Coordinator
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Prevention is the First (Best) Line of Defense

e Slow Down and Use Common Sense

e Relax and resist your emotions before responding
* If it’s too good to be true, it is!
 Remain skeptical

* Be polite, but firm! Scammers know sympathy works

So what is your training program for your staff?

PREVENTION

Uy@q




The HIPAA Privacy Rule 2004

Patient PHI may only be used

* As permitted by HIPAA rules

OR

* With patient authorization
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The HIPAA Privacy Rule 2004

Health Data

Privacy

Passwords and authentication (“access controls”)
Transmission of ePHI and encryption

Physical security
Integrity of ePHI
Loss of data

L
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The Hitech Rule of 2009

* Enforcement
* Reporting Requirements
e Penalties for Non-Compliance




At the risk of Stating the Obvious

- You are a Physician, not an IT
45 Professional

£
PowerPoint.
PowerPoint.
PowerPoint.




Who Uses their Cell
Phone in Practice?




Problems Specific to Cell Phones

e Authentication
* Encryption
* Wi-FI connection

e The “Cloud”
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Texting and Email

 SMS Texting is neither HIPAA Compliant nor Secure
e Secure texting apps now on the market

 Open source email (Gmail, Yahoo, Comcast) is not

compliant or secure
e Secure and compliant email options




But walit...

Didn’t we waive HIPAA requirements during COVID-19?
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| store my Data in the Cloud — So I’'m Good,

" Protectéd Health
Information is -

YOUR DATA DOCTOR!



So, What Does Any of This Matter?

60% of Small Companies that Suffer a Cyber
Attack are Out of Business

within 6 Months!
- Cybercrime Magazine 01/24/2019




A Brief Word About Malpractice Concerns
with Texting

* Lack of documentation or integration in the patient’s file
(e.g., texting doctor’s orders)

 Was a doctor-patient relationship established?

* Practicing Across State Lines

* Patient’s Expecting Immediate Responses

* (Casual, non-professional relationship patients

e Patients (or physicians) sending or receiving unintended
text messages




It Won’t Happen to Me?

“Unencrypted Laptop of A Podiatrist
Lost or Stolen”

Source: US Department of Health and Human Services, March 12, 2012

The laptop contained the demographic, clinical and financial information of
1,137 individuals. Breach notification to HHS, affected individuals, and
English and Spanish media.

Estimated as much as $34,000
in reporting costs and credit monitoring alone



It Won’t Happen to Me?

“Hack of Podiatry Office Puts 40,000
Patient Records and PHI at Risk”

Healthcare Journal IT News, June 6, 2016

Estimated as much as 400,000
in reporting costs and credit monitoring alone



It Won’t Happen to Me?

“Ransomware Attack on Podiatry
Practice in California — 24,000

Patients”
January 12, 2019

Estimated as much as $240,000
in reporting costs and credit monitoring alone




It Won’t Happen to Me?

Ransomware Attack on Podiatrist
Office in Georgia

2020

Paid 56,000 in Bitcoins, expected to get the security key
But no!

After the initial payment of Sg,é)é)gb zh'ey came back and demanded



Call to Action...

* Protect Your Network
* Train Your Staff
 Understand HIPAA — it is not voluntary

* Have adequate insurance coverage




It Won’t Happen to Me?

Questions?

Ross E. Taubman, DPM, FACFAS
PICA President & CMO

(615) 984-2005 Office

(301) 404-1241 Cell

rosstaubman@proassu rance.com
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